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Subj: PHYSICAL SECURITY PROGRAM

Ref: (a)
(b)

(c)
(d)

Encl: (1)
(2)

(3)

OPNAVINST 5530.14B
NAVSUPPACTNRLNSINST 5510.5G
NAVSUPPACTNRLNSINST 5530.5
NAVSUPPACTNRLNSINST 344.5A

OPNAV 5527/8, Telephonic Threat Complaint
Missing, Loss, Stolen or Recovered (MLSR)
Questionnaire
DD Form 200 Financial Liability Investigation

1. Purpose. To publish guidance and procedures for the Physical
Security and Loss Prevention Program within the Naval Reserve
Information Systems Office (NAVRESINFOSYSOFF) per references (a)
through (d). This plan augments the Naval Support Activity
(NAVSUPPACT) New Orleans Physical Security Plan, reference (c).
The Physical Security Program is a part of the total Security
Plan at NAVRESINFOSYSOFF and addresses the protection of
personnel and property.

2. Responsibilities.

a. The Director has the overall responsibility for the
Physical Security Program.

b. The Security Manager is the principal advisor to the
Director and is responsible for the management of the Physical
Security Program.

c. The Physical Security Officer reports to the Security
Manager and is responsible for maintaining regular contact with
the Physical Security Review Committee (PSRC). Specific duties
are outlined in reference (a).
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d. Members of the PSRC will be designated in writing and
shall advise and assist in the implementation of the Physical
Security and Loss Prevention Program at NAVRESINFOSYSOFF which
includes :

Security Manager (Chairperson)
Physical Security Officer
Personnel Security Officer
Information Systems Security Manager
Facilities Office Representative

(1)
quarterly.

Committee members or their representatives will meet
Minutes of the meeting will be made a matter of

record and retained until the completion of the Inspector General
(IG) Inspection cycle or three years, whichever is greater.

(a) Determine security requirements for
NAVRESINFOSYSOFF.

(b) Advise

(c) Review

on establishment of security areas.

Loss Prevention Subcommittee (LPS)
tabulation of losses and meeting summaries.

(d) Review reports of significant losses and breaches
of security and recommend improvements or changes to the Physical
Security and Loss Prevention Plan.

(2) The Security Manager or a representative will attend
NAVSUPPACT New Orleans Physical Security Board meetings
semiannually per reference (c).

(a) The LPS will be appointed by the
PSRC and shall be staffed by members of the PSRC
shall coincide.

(b) Ensure summaries of LPS meetings

Chairperson,
and meetings

are presented at
PSRC meetings and a copy appended to PSRC minutes.

3. Physical Security Survey. An in-house formal assessment of
the physical security of NAVRESINFOSYSOFF’s property and its
operation is designed to show the Director what security measures
are in effect.
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a. Upon receipt of independent threat information, the
Security Manager will promptly notify the servicing Naval
Criminal Investigative Services (NCIS) component so that follow-
up action may be initiated. Follow-up action will generally
consist of NCIS attempting to obtain details regarding the
perceived threat.

b. The Physical Security Officer will contact the local NIS
office on an annual basis to obtain the latest area threat
assessment available.

4. Bomb Threats. per reference (b), all threats will be
presumed serious.

a. Threats received by phone.

(1) Attract the attention of a nearby co-worker to advise
that a threat is being received. Have them notify the Security
Manager or Physical Security Officer. After working hours, the
Commander, Naval Reserve Force watch section should be notified.

(2) Gather as much information as possible using OPNAV
5327/8, Telephonic Threat Complaint, enclosure (1).

(3) Ensure the Security Manager or Physical Security
Officer has been notified.

(4) Personnel in the threatened area shall make a brief
search of their immediate work space for any unfamiliar boxes,
bags, briefcases, etc.

(5) The Security Manager will notify NSA Police and the
Deputy Director and evacuation procedures will be initiated.

(a) Employees must secure all classified documents in
their work spaces.

(b) Employees will leave the building, using all fire
drill procedures.

(c) Employees should report any person(s) failing to
leave or attempting to enter the building after evacuation to
Base Security.
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(d) Employees will not reenter the building until
authorized by Base Security.

b. Threats received by letter or note. Try to identify or
get a good description of the messenger and any vehicle involved.

(1) Note the time of delivery.

(2) Carefully place the note or letter into an envelope.

(3) Immediately contact the Security Manager or the
Physical Security Officer.

(4) The Security Manager will assess the situation and
notify NSA Police and the Deputy Director.

5. Destructive Weather and Hurricane Coordination.
NAVRESINFOSYSOFF personnel will comply with the provisions of
reference (d) with regard to destructive weather conditions.

6. Medical Accident and Incident. All NAVRESINFOSYSOFF
personnel will respond to medical emergencies occurring within
their purview.

a. During regular working hours, first, notify the Eastbank
Security Office x1880, then call emergency services (dial 9 for a
dial tone then 911).

7. Restricted Areas. All restricted areas within
NAVRESINFOSYSOFF are to be posted as “Restricted Area.”

8. Key Security and Lock Control Program.

a. The Physical Security Officer has been designated by
letter as the Key Control Custodian.

(1) Maintain the Command’s overall Key Control Program.

(2) Maintain keys in a locked-key cabinet located in the
NAVRESINFOSYSOFF Security Office, Room 215, Bldg 601.

(3) Issue keys only to those persons approved by the
Security Manager and Department Director.
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(4) Maintain a system showing keys on hand, keys issued,
to whom, date and time the keys are issued and returned, and the
signatures of person(s) checking out or returning a key.

(5) Perform spot checks and inventory of all keys at
least annually.

9. ID Card and Access Control Program for Card System.

a. All ID/Access cards will be issued from the Security
Office.

b. Department Heads must sign the ID Request Form indicating
the level of access required by the employee. The forms are

available in the Security Office.

c. Contractor Personnel should submit the ID Request to
their supervisor to obtain the proper access level.

d. The supervisor should then forward the request to their
Contract Representative for signature and verification of
contract expiration date. The request should then be returned to
the NAVRESINFOSYSOFF Security Office for processing.

10. Security of NAVRESINFOSYSOFF Equipment.

a. When an office space is vacant during non-duty hours,
doors will be secured and access controlled to secure electric
typewriters, calculators, Personal Computers (PCS), etc.

b. Video recorders, television, film projectors, etc., will
be stored in spaces to which access is controlled during normal
duty hours. After normal duty hours, these items will be secured
in a locked room and key control procedures instituted.

11. Missing, Loss, Stolen, or Recovered (MLSR) Government
Property Reporting.

a. The reporting of all MLSR government property is the
responsibility of all NAVRESINFOSYSOFF personnel.

b. The Physical Security Officer is the MLSR Coordinator.
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(1) Serialized property valued at $100 or more; lesser
valued serialized items lost in the same incident, with a total
value of $100 or more. Value is current market or Government
price, whichever is more.

(2) Unserialized property value at $800 or more; lesser
valued unserialized items lost in the same incident, with a total
value of $800 or more.

(3) Other unserialized property considered “sensitive
items” regardless of the actual or estimated value. Sensitive
items are materials requiring a high degree of protection and
control such as precious metals, drugs, high technology devices,
and classified material.

(4) Appropriated fund items, excluding items for resale.
Dollar value limits previously mentioned apply.

(5) Items in transit of military or commercial carriers,
in temporary storage, and all other items in the. custody of the
Department of the Navy. Dollar value limits above apply.

(6) Losses or gains discovered by inventory of materials
in store accounts will be reported if they meet above dollar
values.

c. The Command Investigator will conduct a preliminary fact
finding investigation and notify the local NSA security force and
the local NCIS office.

d. The Command Investigator will submit, Missing, Lost,
Stolen and Recovered Questionnaire (MLSR), enclosure (2), DD Form
200, Financial Liability Investigation, enclosure (3), to the
NCIS Officer conducting the investigation.

(1) Retain copies of MLSR Questionnaire and DD Form 200.

(2) Maintain a continuing loss analysis and serial number
control log by calendar year based on all. Report loss trends to
the Security Manager with recommendations for corrective action.

(3) Coordinate
ensure investigations,

with the Security Manager and NCIS to
evidence, reports, statements, etc., are
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properly prepared and acceptable in federal, state and local
courts.

12. Administrative Inspection.

a. Hand carried items are subject to inspection prior to
entering and departing NAVRESINFOSYSOFF spaces.

b. Inspections will be conducted randomly as directed by the
Director.

c. Stairwells and elevators are considered outside of the
Command for the purpose of transferring classified material or
government property.

d. Authorized entry into any NAVRESINFOSYSOFF space
constitutes consent to search personnel and property under their
control.

13. Barricaded Subject or Hostage Situation. NAVRESINFOSYSOFF
personnel will comply with the provisions of reference (a) with
regard to barricaded subject or hostage situations.

a. NAVSUPPACT New Orleans will take charge of the
operations.

b. Base Security will be immediately notified of any and all
such situations.

c. NAVRESINFOSYSOFF security personnel will coordinate with
Base Security to ensure timely evacuation of NAVRESINFOSYSOFF
spaces if directed by the on-scene-commander.

14. Reproduction Controls.

a. The Director shall designate the Classified Material
Control Officer as the official who will:

(1) Approve all requests to reproduce secret material.

(2) Ensure that all reproduction prohibition requirements
are disseminated throughout the Command.
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(3) Ensure the reproduction of secret material is kept to
an absolute minimum.

15. Training. The Physical Security Officer will ensure that
physical security training is provided to all NAVRESINFOSYSOFF
personnel.

D. A. WIKENHEISER

Distribution: (NAVRESINFOSYSOFF 5216.1)
List A
List B
List C
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